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New Online Account Administrator Registration
• A user will request access to be an OAA by completing 

the registration request with the following link.

Provider OnLine Security Officer Application 
(togetherforyourhealth.com)

On the application provide the information for the 
Primary and Secondary Account Administrators as well 
as Practice Information.

https://secure.togetherforyourhealth.com/WebRequests/Requests/SecurityRequest.aspx?CLIENT=000001&ID=000002&DIV=0001


Registration email

• Users will receive an email 
with a link and instructions 
to register their account

• The link within the initiation 
will be valid for 72 hours.



Password Requirements

• Upon registering for the first time, 
users will be prompted to create 
username and password. 

• User name can be a minimum of 1 
character with a maximum of 64 
characters
• The following characters are not 

allowed.
o ; : < > , [ ] ( ) \ " ' ~ ` % ^ & + = { } | ? /



Multifactor Authentication Set Up

• Users will be prompted to set up 
a phone number to authenticate 
their account. They may choose 
to receive a code via text or 
phone call. 

• This phone number will only be 
used for their account 
authentication



Completing Two-Step Authentication

• Users will be sent a code via 
their preferred method. Once 
entering the code, they will 
have successfully completed 
registration and may log in to 
their account.



First time log on

• After completing the Two 
Step Authentication 
Registration, users will be 
able to log into the portal. 
The first time they log in 
they will need to complete 
the MFA process.



Terms and Conditions

• First time users will be 
prompted to sign the 
terms and conditions by 
entering their first and 
last name as with 
existing registration.



User is logged into Provider OnLine



New User Creation

• The only changes to the new 
user creation process from 
the OAA perspective is they 
will no longer choose a 
username, and the 
messaging when they submit. 

• The newly created users will 
have the same experience as 
described previously via a 
registration email to create 
an account.



Manage new user registration
• Online Account Administrators 

(OAA)’s will see some changes 
to the Manage Pending Users 
page. 

• Users will have an additional 
option to Manager Pending 
Users.  

• There are no changes to Modify 
Existing User functionality. 



OAA Pending User Registration
• A new feature being added is ‘Manage Pending Users’. Here, the OAA will have 

access to resend expired invitations or cancel invitations if created in error or no 
longer needed. They will only see invitations that they have created, and pending 
users will only display until the user registers, or 7 days from the last time the link 
was sent. 

• If the user doesn’t register within 7 days, they will need to follow the new user 
creation process.



Existing User first time Log in
• Existing user accounts will be migrated into the new user registration 

system. 

• Upon first login, they will be prompted to enter their username and 
password, and then to create a new password. They will have to 
agree to our new terms and conditions. 

• Users may re-use their existing password if it meets the new security 
password requirements.



Set up Two-Step Authentication

• Existing users 
will then be 
prompted to set 
up Two-Step 
Authentication.



Self Service Tools – Forgot User ID

• If users have forgotten 
their username, they will 
be able to self service 
and request their 
usernames via the email 
address registered to 
their account.



Self Service Tools – User ID retrieval email

• Users will receive an email 
with any Provider OnLine 
user ID’s that are 
associated with the email 
address provided.



Self Service Tool – Reset Password

• Users will have the ability to 
reset their password once 
they have been registered 
with MFA. 

• Users will be prompted to 
enter their user ID, email 
address, and verify via the 
Two-Step authentication via 
the phone number 
associated with their account



Self Service Tool – Edit Profile

• Users may also edit the phone 
number that is associated with 
their account. In order to do 
this, they must have access to 
the original number linked to 
their account. 

• If users do not have access to 
the original number associated 
to their account, they must call 
the help desk to have their Two-
step Authentication reset. 


